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    WardrikCore

Agents, governed.
A durable agent runtime for Elixir. Agents pick up where they left off after a crash, wait for a
person when they should, and run every call through your code.
Install
def deps do
  [
    {:wardrik_core, "~> 0.1.0-rc.1"}
  ]
end
Start an agent
Start WardrikCore with a backend, then start an agent and send it a message. This keeps agents
in memory:
children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

Supervisor.start_link(children, strategy: :rest_for_one)

{:ok, agent} = WardrikCore.start_agent(agent_id: "triage", model: "anthropic:claude-haiku-4-5")
:ok = WardrikCore.ask(agent, "What's on fire?")
Agents in memory are gone when the node stops. To keep them through a restart, use a backend that
stores them, such as a disk or an S3 bucket. See
Where agents are kept.
Guides
	Run agents: crash recovery, calls in doubt, options, and controlling a
running agent.
	Tools: capabilities, tool annotations, and reporting what a call cost.
	Middleware: wrapping every call, parking for a person, and private state.
	Principals: acting on someone's behalf.
	Credentials: using a person's tokens, their sign-in, and your own keys.
	Tracing: spans, attributes, and measurements.
	Events: following what an agent does, from a CLI, a TUI or a web page.

Scope
Core runs agents durably, and gives packages seams to extend them.
	Runs agents: turns, tools, checkpoints, parking and resuming, and recovery after a crash.
	Gives seams: capabilities, middleware, tool annotations, principals, credentials, keys and
events.
	Leaves the rest to packages: policy, MCP servers, secret storage, OAuth, event logs,
transports such as HTTP, and clients.

Core changes only for bugs, and for seams no package can do without.
License
Apache-2.0


  

    Changelog

0.1.0-rc.1 (2026-10-30)
	Durable agents that run a model and its tools in a loop, kept in any DurableServer backend.
They pick up where they left off after a crash. WardrikCore.Backends.MemoryStore keeps them in
memory for tests.
	Capabilities that hand an agent its tools, and middleware that wraps every turn, model call and
tool call. Middleware can answer a step, or park it until a person resumes it.
	Tool annotations, like read_only and idempotent. A call lost in a crash is repeated only if
its tool is idempotent, and parks as :in_doubt otherwise.
	Principals, as in IAM. The turn that answers a message acts on behalf of whoever sent it, and
each step's span says so as enduser.id.
	WardrikCore.Credentials and WardrikCore.Keys, which give tools and model calls the
credentials and keys of whoever the agent works for. A credential not yet granted parks the call
on a WardrikCore.Authorization.
	WardrikCore.subagent/3, which runs a subagent on its parent's model, middleware and tools.
	WardrikCore.Event, which sends each event to :telemetry and to the agent's
WardrikCore.Events sink. Text streams as [:wardrik_core, :message, :delta].
	Every turn a trace and every step a span, with what each tool reports it cost.
WardrikCore.evaluate/4 asks an evaluation model questions about a step.



  

    Run agents

Setup
Paste this into a fresh IEx session. It keeps agents in memory, and needs an Anthropic key for the
model calls:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key. In an app, put the two children in your supervision tree
instead.
Start an agent
{:ok, agent} = WardrikCore.start_agent(agent_id: "support", model: "anthropic:claude-haiku-4-5")
:ok = WardrikCore.ask(agent, "What's on fire?")

WardrikCore.history(agent)
#=> [#Message<:user text>, #Message<:assistant text>]
ask/3 returns once the message is stored. The agent answers in its own process.
Where agents are kept
WardrikCore saves agents through a durable_server backend:
	Backend	Keeps agents	Needs
	MemoryStore	In memory. Gone when the node stops.	Nothing. For tests and trying things out.
	EKVStore	On disk, and on each node when clustered.	The ekv dependency, and EKV started before WardrikCore.
	ObjectStore	In an S3-compatible bucket.	bucket, access_key_id, secret_access_key, s3_endpoint and default_region.
	MirrorStore	In two backends at once, while you migrate between them.	The two backends.

MemoryStore is WardrikCore.Backends.MemoryStore. The rest are under DurableServer.Backends.
To keep agents on disk, add {:ekv, "~> 0.4"} to your deps. Then start EKV first in your
supervision tree:
children = [
  {EKV, name: :agents, data_dir: "/var/lib/my_app/agents", cluster_size: 1},
  {WardrikCore, backend: {DurableServer.Backends.EKVStore, name: :agents}}
]
An S3-compatible bucket needs no extra dependency:
children = [
  {WardrikCore,
   backend:
     {DurableServer.Backends.ObjectStore,
      bucket: "my-app-agents",
      access_key_id: System.fetch_env!("AWS_ACCESS_KEY_ID"),
      secret_access_key: System.fetch_env!("AWS_SECRET_ACCESS_KEY"),
      s3_endpoint: "https://s3.amazonaws.com",
      default_region: "us-east-1"}}
]
To write your own backend, such as one for Postgres, implement durable_server's storage behaviour.
That behaviour isn't a stable contract yet, so expect changes between durable_server releases.
When a node dies
An agent that crashes comes back by itself, as does one whose node dies, with a backend that keeps
agents. A sweep for lost agents restarts it, every :discovery_interval_ms (60_000 unless set),
and it picks its message back up. A turn lost while its tools ran resumes from its last checkpoint,
without calling the model again. An agent stopped with stop/1 stays stopped.
A tool call lost that way may already have run:
	If its tool is annotated read_only: true or idempotent: true, the call is repeated.
	Otherwise it parks as :in_doubt. Answer it with resume/3:

{:tool_calls, [{call, {:park, :in_doubt}}]} = WardrikCore.parked(agent)

# Run it again
WardrikCore.resume(agent, %{call.id => :approve})

# Or tell the model it didn't run
WardrikCore.resume(agent, %{call.id => {:deny, "It may have run already."}})
Options
start_agent/2 also takes:
	Option	Takes	Default
	instructions	the system prompt, sent with every model call and never kept in the history	none
	capabilities	modules that give the agent its tools. See Tools	[]
	middleware	what wraps every call. See Middleware	[]
	principal	who the agent acts as. See Principals	none
	credentials	where tools find a person's credentials. See Credentials	none
	keys	where code finds API keys. See Keys	none
	events	where its events go. See Events	none
	metadata	anything of yours, passed to middleware	%{}
	timeout	how long a turn may take, in milliseconds	:infinity
	max_rounds	model calls a turn may make	25
	retries	how failed calls are retried. See WardrikCore.Retry	[]
	prices	model prices in US dollars per million tokens, by spec. Takes precedence over the model catalog	%{}

configure/2 changes them on a running agent, from its next turn:
:ok =
  WardrikCore.configure(agent,
    instructions: "Answer in one sentence.",
    prices: %{"anthropic:claude-haiku-4-5" => [input: 1.0, output: 5.0]}
  )
Control a running agent
	Function	Does
	ask/3	Queues a message. A running turn ends at its next step, and the next turn answers it
	interrupt/1	Stops the running or parked turn
	kill/2	Stops one running tool call. The model gets an error, and the turn goes on
	resume/3	Resumes a parked turn, with who answered as metadata
	status/1, history/1, parked/1	What the agent is doing, what it has said, and what it's waiting on
	configure/2	Changes the model or settings, from the next turn
	stop/1	Stops the agent until it's started again
	delete/2	Stops the agent and deletes its saved state
	list/1, whereis/2	Every saved agent's id, and the running agent for an id
	nodes/1, placements/1	The cluster's nodes, and the node each saved agent runs on
	move/3	Restarts an agent on another node, with its saved state

WardrikCore.status(agent)
#=> :idle

WardrikCore.list()
#=> ["support"]

:ok = WardrikCore.delete("support")


  

    Tools

Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key.
Capabilities
A capability is a module that gives an agent its tools:
defmodule MyApp.Orders do
  @behaviour WardrikCore.Capability

  @impl true
  def tools(_context, orders) do
    [
      WardrikCore.Tool.new!(
        name: "order_status",
        description: "Say where an order is.",
        schema: [order_id: [type: :string, required: true]],
        run: fn %{order_id: id}, _context -> {:ok, Map.get(orders, id, "unknown")} end
      )
    ]
  end
end

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    capabilities: [{MyApp.Orders, %{"1001" => "shipped"}}]
  )

:ok = WardrikCore.ask(agent, "Where is order 1001?")

WardrikCore.history(agent)
#=> [#Message<:user text>, #Message<:assistant ...>, #Message<:tool text>,
#=>  #Message<:assistant text>]
The orders are the capability's options, from {MyApp.Orders, opts}, so one module can serve many
agents.
Each tool call runs in its own process. A call that crashes or times out is answered with an error,
and the turn carries on.
Annotations
Annotations describe a tool, such as read_only: true or idempotent: true. Any package can read
them. A policy can decide by them, and core repeats a read-only or idempotent call lost in a
crash.
tool =
  WardrikCore.Tool.new!(
    name: "order_status",
    description: "Say where an order is.",
    schema: [order_id: [type: :string, required: true]],
    run: fn %{order_id: _id}, _context -> {:ok, "shipped"} end,
    annotations: [read_only: true, idempotent: true]
  )

WardrikCore.Tool.annotation(tool, :idempotent)
#=> true
See WardrikCore.Tool for every annotation and return value.
Reporting cost
A tool that calls a paid API reports the cost by returning its context, measured:
WardrikCore.Tool.new!(
  name: "enrich",
  description: "Find a person's company from their email.",
  schema: [email: [type: :string, required: true]],
  run: fn %{email: email}, context ->
    found = %{email: email, company: "Acme"}
    {:ok, found, WardrikCore.Context.measure(context, :usd, 0.01)}
  end
)
The cost is added to the tool call's measurements, and to the turn's. See Tracing.


  

    Middleware

Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key. The agent gets the
order tool from Tools:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)

defmodule MyApp.Orders do
  @behaviour WardrikCore.Capability

  @impl true
  def tools(_context, orders) do
    [
      WardrikCore.Tool.new!(
        name: "order_status",
        description: "Say where an order is.",
        schema: [order_id: [type: :string, required: true]],
        run: fn %{order_id: id}, _context -> {:ok, Map.get(orders, id, "unknown")} end
      )
    ]
  end
end
Replace "sk-ant-..." with your key.
Wrapping every call
Middleware wraps each turn, model call and tool call. It reads the step from context.step, then
calls next to carry on or answers the step itself. This one refuses the shell:
defmodule MyApp.NoShell do
  @behaviour WardrikCore.Middleware

  @impl true
  def call(%{step: {:tool_call, %{name: "shell"}}} = context, _next, _opts),
    do: {:ok, %{context | response: {:error, "No shell."}}}

  def call(context, next, _opts), do: next.(context)
end
The refusal becomes the call's answer. The model sees it as an error, and carries on.
Use middleware when every call needs the same treatment: policy, tracing, retries, a system prompt.
Like capabilities, it takes options as {MyApp.NoShell, opts}.
Waiting for a person
Middleware can park a call until a person answers. This one asks before any tool runs:
defmodule MyApp.Approve do
  @behaviour WardrikCore.Middleware

  @impl true
  def call(%{step: {:tool_call, call}} = context, next, _opts) do
    case answer(context, call) do
      :approve -> next.(context)
      {:deny, reason} -> {:ok, %{context | response: {:error, reason}}}
      nil -> {:park, :approval, context}
    end
  end

  def call(context, next, _opts), do: next.(context)

  defp answer(%{resume: %{input: answers}}, call), do: Map.get(answers, call.id)
  defp answer(_context, _call), do: nil
end

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    capabilities: [{MyApp.Orders, %{"1001" => "shipped"}}],
    middleware: [MyApp.NoShell, MyApp.Approve]
  )

:ok = WardrikCore.ask(agent, "Where is order 1001?")
The first middleware in the list runs outermost. The turn waits until you resume it with an answer
for each call:
{:tool_calls, [{call, {:park, :approval}}]} = WardrikCore.parked(agent)
#=> {:tool_calls, [{%WardrikCore.ToolCall{name: "order_status", ...}, {:park, :approval}}]}

:ok = WardrikCore.resume(agent, %{call.id => :approve}, %{by: "user:maria"})
The metadata, here who answered, appears on the resumed turn's
[:wardrik_core, :turn, :start] event.
Private state
Middleware can keep state with the agent, such as a count or what it spent. Store it with
WardrikCore.Context.put_private/3, under your own module as the key. It's saved with the agent,
so it survives restarts.
Asking a model
When middleware needs a model's judgement on a call, WardrikCore.evaluate/4 asks an evaluation
model. WardrikCore.generate/1 calls the agent's own model.


  

    Principals

A principal is someone or something that can act, as in IAM. An agent has its own, like a service
account. A message can come from another, and the turn that answers acts for them.
Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key.
Acting for someone
alias WardrikCore.Principal

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    principal: %Principal{id: "agent:support"}
  )

maria = %Principal{id: "user:maria", attributes: %{org: "acme"}}
:ok = WardrikCore.ask(agent, "Open an issue for the login bug.", %{principal: maria})

[asked | _] = WardrikCore.history(agent)
asked.metadata.principal
#=> %WardrikCore.Principal{id: "user:maria", attributes: %{org: "acme"}}
Middleware and tools find who the turn acts for with WardrikCore.Context.acting_for/1: whoever
asked, or else the agent itself.
A turn only answers consecutive messages from one principal. So a shared agent never mixes two
people's authority in one turn. Every step's span records who it was for, as "enduser.id".
Core passes principals on but never reads their attributes. Those are for packages that decide by
them, such as a vault that keys secrets by id.


  

    Credentials

A tool that acts as a person needs their token. A WardrikCore.Credentials module finds it, by
the credential's name and the principal the turn acts for.
Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key. MyApp.Tokens stands
in for your app's own token table:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

defmodule MyApp.Tokens do
  use Agent

  def start_link(_opts), do: Agent.start_link(fn -> %{} end, name: __MODULE__)
  def get(id, name), do: Agent.get(__MODULE__, &Map.get(&1, {id, name}))
  def put(id, name, token), do: Agent.update(__MODULE__, &Map.put(&1, {id, name}, token))
  def delete(id, name), do: Agent.update(__MODULE__, &Map.delete(&1, {id, name}))
end

children = [
  MyApp.Tokens,
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key.
A credentials module
This one finds tokens in MyApp.Tokens, and sends the person to sign in when there's none yet:
defmodule MyApp.Vault do
  @behaviour WardrikCore.Credentials

  @impl true
  def resolve(_name, nil, _opts), do: {:error, "There's no one to act for."}

  def resolve(name, %WardrikCore.Principal{id: id}, opts) do
    case MyApp.Tokens.get(id, name) do
      nil -> {:authorize, "#{opts[:base_url]}/connect/#{name}"}
      token -> {:ok, token}
    end
  end

  @impl true
  def refused(name, %WardrikCore.Principal{id: id}, _opts), do: MyApp.Tokens.delete(id, name)
end
resolve/3 returns one of:
	{:ok, token} - the token.
	{:authorize, url} - the person must sign in first. The URL is a page in your app that starts
the provider's OAuth flow for whoever is signed in.
	{:error, reason} - it can't help.

refused/3 is optional. A tool calls it through WardrikCore.Credentials.refused/2 when a service
rejects a token, such as with a 401. This vault forgets the token, so the next fetch sends the
person to sign in again.
Using credentials
Give the module to the agent. A tool fetches what it needs:
defmodule MyApp.Issues do
  @behaviour WardrikCore.Capability

  @impl true
  def tools(_context, _opts) do
    [
      WardrikCore.Tool.new!(
        name: "create_issue",
        description: "Open a GitHub issue.",
        schema: [title: [type: :string, required: true]],
        run: fn %{title: title}, context ->
          with {:ok, _token} <- WardrikCore.Credentials.fetch(context, "github") do
            # Call GitHub's API with the token here.
            {:ok, "Opened \"#{title}\"."}
          end
        end
      )
    ]
  end
end

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    capabilities: [MyApp.Issues],
    credentials: {MyApp.Vault, base_url: "https://app.example.com"}
  )

maria = %WardrikCore.Principal{id: "user:maria", attributes: %{org: "acme"}}
:ok = WardrikCore.ask(agent, "Open an issue for the login bug.", %{principal: maria})
Credentials are never kept in the context, so they're never saved or emitted.
Signing in
Maria has no GitHub token yet, so the call parks on a WardrikCore.Authorization. It holds the
url, the credential and the principal, so you can show the right person where to sign in:
{:tool_calls, [{_call, {:park, %WardrikCore.Authorization{url: url}}}]} =
  WardrikCore.parked(agent)

url
#=> "https://app.example.com/connect/github"
	Remember which agent asked, such as in the OAuth state your app signs.
	In the callback, store the token in MyApp.Tokens.
	Resume that agent. Its id finds it on any node in the cluster. The call runs again, this time
with the token:

:ok = MyApp.Tokens.put("user:maria", "github", "gho_...")

"support"
|> WardrikCore.whereis()
|> WardrikCore.resume(%{}, %{by: maria})
Another agent parked on the same sign-in still shows its own link. When the person opens it, your
app finds the token already stored and resumes that agent straight away. They only sign in once.
To watch who's waiting on what, such as for a dashboard or an alert, handle
[:wardrik_core, :turn, :stop]. It carries a parked turn's reason. Handlers run in the agent's
own process, so use them to watch, not to resume agents.
Keys
Credentials are what a tool needs to act as a person. Keys are what your code needs as itself: a
model provider's key, or a search API's. Give the agent a WardrikCore.Keys module. This one
reads the environment:
defmodule MyApp.Keys do
  @behaviour WardrikCore.Keys

  @impl true
  def fetch(name, _principal, _opts), do: System.fetch_env(name)
end

:ok = WardrikCore.configure(agent, keys: MyApp.Keys)
Keys are fetched by name, for the agent's principal, so an org can bring its own.
	Every model call fetches its provider's key by the name ReqLLM gives it, such as
ANTHROPIC_API_KEY, and passes it to that call only.
	A capability or middleware fetches with WardrikCore.Keys.fetch(context, "BRAVE_API_KEY").
	If no key is held, ReqLLM finds one in its config or the environment.

Keep keys apart from credentials. A credential's name comes from what an agent's owner configures.
A key's name never should.


  

    Tracing

A turn is a trace. Each model call and tool call is a span beneath it, as in OpenTelemetry.
Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key.
Attributes and measurements
Middleware adds attributes and measurements to the step it's in. This one tags each model call:
defmodule MyApp.Trace do
  @behaviour WardrikCore.Middleware

  alias WardrikCore.Context

  @impl true
  def call(%Context{step: :generate} = context, next, _opts) do
    context
    |> Context.attribute("app.tenant", "acme")
    |> Context.measure(:model_calls, 1)
    |> next.()
  end

  def call(context, next, _opts), do: next.(context)
end
Each step reports its attributes and measurements when it ends, on
[:wardrik_core, :step, :stop]. Measurements add up over the turn. Print them:
:telemetry.attach(
  "print-steps",
  [:wardrik_core, :step, :stop],
  fn _name, measurements, metadata, _config ->
    IO.inspect({metadata.step, metadata.attributes, Map.delete(measurements, :duration)})
  end,
  nil
)

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    middleware: [MyApp.Trace]
  )

:ok = WardrikCore.ask(agent, "What's on fire?")
# {:generate, %{"app.tenant" => "acme"}, %{model_calls: 1, input_tokens: 12, output_tokens: 48, usd: 0.000252}}
# {:turn, %{}, %{model_calls: 1, input_tokens: 12, output_tokens: 48, usd: 0.000252}}
Core measures every model call's input_tokens and output_tokens. It also measures usd if the
model has a price in dollars.
Spans
A turn keeps its trace through a park or a restart. A tool call that runs again after a restart
keeps its span. WardrikCore.Span.traceparent/1 returns a span as a W3C traceparent header,
such as for a call to another service:
:telemetry.detach("print-steps")

:telemetry.attach(
  "print-traceparent",
  [:wardrik_core, :step, :stop],
  fn _name, _measurements, %{span: span}, _config ->
    IO.puts(WardrikCore.Span.traceparent(span))
  end,
  nil
)

:ok = WardrikCore.ask(agent, "And now?")
# 00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01
# ...


  

    Events

Every event an agent emits goes two places:
	:telemetry, for metrics and traces.
	The agent's events sink, for clients that follow it, such as a CLI, a TUI or a web page.

Setup
Paste this into a fresh IEx session. The model calls need an Anthropic key:
Mix.install([{:wardrik_core, "~> 0.1.0-rc.1"}])
System.put_env("ANTHROPIC_API_KEY", "sk-ant-...")

children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

{:ok, _} = Supervisor.start_link(children, strategy: :rest_for_one)
Replace "sk-ant-..." with your key.
A sink
Give the agent a WardrikCore.Events module. This one prints each event's name:
defmodule MyApp.Events do
  @behaviour WardrikCore.Events

  @impl true
  def handle_event(%WardrikCore.Event{name: name}, _opts), do: IO.inspect(name)
end

{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    events: {MyApp.Events, []}
  )
# [:wardrik_core, :agent, :start]

:ok = WardrikCore.ask(agent, "What's on fire?")
# [:wardrik_core, :message, :queued]
# [:wardrik_core, :turn, :start]
# [:wardrik_core, :step, :start]
# [:wardrik_core, :step, :start]
# [:wardrik_core, :message, :delta]
# ...
# [:wardrik_core, :step, :stop]
# [:wardrik_core, :step, :stop]
# [:wardrik_core, :turn, :stop]
In an app, send the event on to clients instead, such as with Phoenix.PubSub.broadcast/3 on a
topic named for event.metadata.agent_id.
Each event has a name, such as [:wardrik_core, :turn, :stop], measurements and metadata. Text
streams as [:wardrik_core, :message, :delta] while the model writes it. See
WardrikCore.Telemetry for every event core emits.
Your own events
Packages emit their own events through the same sink with WardrikCore.Event.emit/4. So a client
sees a policy's decisions alongside the agent's turns. From middleware or a tool, pass the
context. Here, the sink itself:
WardrikCore.Event.emit({MyApp.Events, []}, [:my_app, :refused], %{}, %{agent_id: "support"})
# [:my_app, :refused]
The sink runs in the agent's process, as each event happens. Keep it quick: store or send the
event, and return. A durable log that numbers events for reconnecting clients belongs in a package.


  

    
WardrikCore 
    



      
A durable agent runtime. Agents survive a crash, wait for a person, and run every call through
your code.
children = [
  {WardrikCore.Backends.MemoryStore, name: :agents},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
]

Supervisor.start_link(children, strategy: :rest_for_one)

{:ok, agent} =
  WardrikCore.start_agent(agent_id: "triage", model: "anthropic:claude-haiku-4-5")

:ok = WardrikCore.ask(agent, "What's on fire?")
WardrikCore.history(agent)
ask/3 returns once the message is stored. Agents in memory, as here, are gone when the node
stops. An agent that crashes comes back by itself and picks its message back up. With a backend
that keeps them, such as a disk or an S3 bucket, so does one whose node dies. See
Run agents for the backends.
Turns
An agent runs one turn at a time. A message that arrives mid-turn ends the turn at its next
step, and the next turn answers it. Tools come from WardrikCore.Capability modules. Every
model call and tool call runs through WardrikCore.Middleware.
Instances
To run more than one instance, give each child a :name. Pass that name as the first argument
to the functions that take an instance.

      


      
        Summary


  
    Functions
  


    
      
        ask(agent, text, metadata \\ %{})

      


        Queues a message. Returns once it's stored.



    


    
      
        child_spec(opts)

      


        Runs agents under your supervision tree.



    


    
      
        configure(agent, opts)

      


        Changes an agent's model or settings, from its next turn.



    


    
      
        context_window(model)

      


        Returns model's context window in tokens, from the model catalog, or nil.



    


    
      
        delete(instance \\ __MODULE__, agent_id)

      


        Stops the agent and deletes its saved state. Returns :ok if there's no such agent.



    


    
      
        evaluate(context, model, state, questions)

      


        Asks an evaluation model questions about state, from inside a turn.



    


    
      
        generate(context)

      


        Calls the context's model once, from inside a turn.



    


    
      
        history(agent)

      


        Returns the agent's conversation.



    


    
      
        interrupt(agent)

      


        Stops the running or parked turn. Returns {:error, :idle} if there's none.



    


    
      
        kill(agent, call_id)

      


        Stops the running tool call call_id.



    


    
      
        list(instance \\ __MODULE__)

      


        Returns the id of every saved agent.



    


    
      
        move(instance \\ __MODULE__, agent_id, node)

      


        Restarts the agent on node, with its saved state.



    


    
      
        nodes(instance \\ __MODULE__)

      


        Returns the names of the cluster nodes agents run on, sorted.



    


    
      
        parked(agent)

      


        Returns why the agent is parked, or nil if it isn't.



    


    
      
        placements(instance \\ __MODULE__)

      


        Returns each saved agent's id mapped to the node running it, or nil if it isn't running.



    


    
      
        price(model)

      


        Returns model's price from the model catalog, in US dollars per million tokens.



    


    
      
        resume(agent, input, metadata \\ %{})

      


        Resumes a parked turn, passing input to whatever parked it.



    


    
      
        start_agent(instance \\ __MODULE__, opts)

      


        Starts an agent, or loads it if it was saved before.



    


    
      
        status(agent)

      


        Returns what the agent is doing.



    


    
      
        stop(agent)

      


        Stops the agent. It stays saved, and runs again when started.



    


    
      
        subagent(context, prompt, opts \\ [])

      


        Runs prompt as one turn of a subagent, from inside a tool or middleware.



    


    
      
        whereis(instance \\ __MODULE__, agent_id)

      


        Returns the running agent for agent_id, or nil.



    





      


      
        Functions


        


    

  
    
      
    
    
      ask(agent, text, metadata \\ %{})



    

  


  

      

          @spec ask(GenServer.server(), String.t(), map()) :: :ok


      


Queues a message. Returns once it's stored.
A running turn ends at its next step, and the next turn answers the message.
:ok = WardrikCore.ask(agent, "Open an issue for the login bug.", %{principal: maria})
Metadata
	:principal - the WardrikCore.Principal who asked. The turn that answers acts for them.
A turn only answers consecutive messages from one principal.
	:id - the message's id. Generated unless set.


  



  
    
      
    
    
      child_spec(opts)



    

  


  

Runs agents under your supervision tree.
{WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents}}
Before starting, it loads every module of wardrik_core, req_llm and each app that depends
on wardrik_core. That way a backend that decodes saved agents with [:safe] knows every
struct they name.
Options
	:backend - required. The durable_server backend agents are saved in.
	:name - the instance's name. WardrikCore unless set.

Any other option is passed to DurableServer.Supervisor.

  



  
    
      
    
    
      configure(agent, opts)



    

  


  

      

          @spec configure(GenServer.server(), keyword()) :: :ok


      


Changes an agent's model or settings, from its next turn.
Takes :model and the options of start_agent/2, except :agent_id.

  



  
    
      
    
    
      context_window(model)



    

  


  

      

          @spec context_window(LLMDB.Model.t() | String.t()) :: pos_integer() | nil


      


Returns model's context window in tokens, from the model catalog, or nil.

  



    

  
    
      
    
    
      delete(instance \\ __MODULE__, agent_id)



    

  


  

      

          @spec delete(atom(), String.t()) :: :ok | {:error, term()}


      


Stops the agent and deletes its saved state. Returns :ok if there's no such agent.

  



  
    
      
    
    
      evaluate(context, model, state, questions)



    

  


  

      

          @spec evaluate(WardrikCore.Context.t(), String.t(), String.t() | map(), map()) ::
  {:ok, map(), %{required(atom()) => number()}} | {:error, term()}


      


Asks an evaluation model questions about state, from inside a turn.
Use it when middleware needs a model's judgement on a call.
questions = %{"urgent" => %{type: :boolean, instructions: "Is this urgent?"}}
{:ok, %{"urgent" => %{"probability" => p}}, measurements} =
  WardrikCore.evaluate(context, "typesafe:jev-latest", "The site is down.", questions)

context = WardrikCore.Context.measure(context, measurements)
Returns each answer under its question's name, and the call's measurements. Pass them to
WardrikCore.Context.measure/2.

  



  
    
      
    
    
      generate(context)



    

  


  

      

          @spec generate(WardrikCore.Context.t()) :: WardrikCore.Middleware.result()


      


Calls the context's model once, from inside a turn.
Sends the context's instructions, messages and tools. Runs as a :generate step through the
middleware, so policy and budgets see it like any other model call. Streams nothing.
Use it when middleware needs the agent's own model, such as to summarise a long history.
summarizing = %{context | instructions: "Summarise this conversation.", tools: []}
{:ok, summarized} = WardrikCore.generate(summarizing)
ReqLLM.Response.text(summarized.response)
#=> "The user asked about..."
Returns the context with response set, the reply added to messages, and the call's
measurements added.

  



  
    
      
    
    
      history(agent)



    

  


  

      

          @spec history(GenServer.server()) :: [ReqLLM.Message.t()]


      


Returns the agent's conversation.

  



  
    
      
    
    
      interrupt(agent)



    

  


  

      

          @spec interrupt(GenServer.server()) :: :ok | {:error, :idle}


      


Stops the running or parked turn. Returns {:error, :idle} if there's none.

  



  
    
      
    
    
      kill(agent, call_id)



    

  


  

      

          @spec kill(GenServer.server(), String.t()) :: :ok | {:error, :not_running}


      


Stops the running tool call call_id.
The model gets an error as the call's answer, and the turn goes on.

  



    

  
    
      
    
    
      list(instance \\ __MODULE__)



    

  


  

      

          @spec list(atom()) :: [String.t()]


      


Returns the id of every saved agent.

  



    

  
    
      
    
    
      move(instance \\ __MODULE__, agent_id, node)



    

  


  

      

          @spec move(atom(), String.t(), String.t()) :: {:ok, pid()} | {:error, term()}


      


Restarts the agent on node, with its saved state.
Ends the turn it's taking, and abandons anything it's waiting on. Returns
{:error, :no_such_node} or {:error, :not_found} if the node or the agent doesn't exist.

  



    

  
    
      
    
    
      nodes(instance \\ __MODULE__)



    

  


  

      

          @spec nodes(atom()) :: [String.t()]


      


Returns the names of the cluster nodes agents run on, sorted.

  



  
    
      
    
    
      parked(agent)



    

  


  

      

          @spec parked(GenServer.server()) :: term() | nil


      


Returns why the agent is parked, or nil if it isn't.
Parked tool calls return {:tool_calls, [{call, outcome}]}. While a resumed turn runs, it's the
calls it parked on that aren't answered yet.

  



    

  
    
      
    
    
      placements(instance \\ __MODULE__)



    

  


  

      

          @spec placements(atom()) :: %{required(String.t()) => String.t() | nil}


      


Returns each saved agent's id mapped to the node running it, or nil if it isn't running.

  



  
    
      
    
    
      price(model)



    

  


  

      

          @spec price(LLMDB.Model.t() | String.t()) :: WardrikCore.Usage.price() | nil


      


Returns model's price from the model catalog, in US dollars per million tokens.
Returns nil if the catalog has no price in dollars. Use the result, or one built from it, in
an agent's :prices.
WardrikCore.price("anthropic:claude-haiku-4-5")
#=> [input: 1.0, output: 5.0, cache_read: 0.1, cache_write: 1.25]

  



    

  
    
      
    
    
      resume(agent, input, metadata \\ %{})



    

  


  

      

          @spec resume(GenServer.server(), term(), map()) :: :ok | {:error, :not_parked}


      


Resumes a parked turn, passing input to whatever parked it.
WardrikCore.resume(agent, %{"call_1" => :approve}, %{by: maria})
metadata is yours, such as who answered. It's reported on the resumed turn's
[:wardrik_core, :turn, :start] event. Returns {:error, :not_parked} if the agent isn't
parked.
Parked tool calls may be answered one at a time, as %{call_id => answer}. While a resumed turn
runs, a call it parked on and isn't answered yet still takes an answer: the turn resumes with it
once it parks again.

  



    

  
    
      
    
    
      start_agent(instance \\ __MODULE__, opts)



    

  


  

      

          @spec start_agent(atom(), keyword()) :: {:ok, pid()} | {:error, term()}


      


Starts an agent, or loads it if it was saved before.
{:ok, agent} =
  WardrikCore.start_agent(
    agent_id: "support",
    model: "anthropic:claude-haiku-4-5",
    instructions: "Answer customers' questions about their orders.",
    capabilities: [{MyApp.Orders, []}]
  )
Options
	:agent_id - required. The agent's id, unique within the instance.

	:model - required. A model spec, as "anthropic:claude-haiku-4-5".

	:instructions - the system prompt. Sent with every model call, never kept in the history.

	:capabilities - modules that give the agent its tools. See WardrikCore.Capability.

	:middleware - wraps every step. See WardrikCore.Middleware.

	:principal - who the agent acts as. See WardrikCore.Principal.

	:credentials - where tools find a person's credentials. See WardrikCore.Credentials.

	:keys - where code finds API keys. See WardrikCore.Keys.

	:events - where events go. See WardrikCore.Events.

	:metadata - anything of yours, passed to middleware. %{} unless set.

	:timeout - how long a turn may take, in milliseconds. :infinity unless set.

	:max_rounds - model calls a turn may make, or :infinity. 25 unless set.

	:retries - how failed calls are retried. See WardrikCore.Retry.

	:prices - model prices in US dollars per million tokens, by spec. Takes precedence over
the model catalog. %{} unless set.
prices: %{"zai_coding_plan:glm-5.1" => [input: 1.54, output: 4.84]}



  



  
    
      
    
    
      status(agent)



    

  


  

      

          @spec status(GenServer.server()) :: :idle | :running | :waiting | :due


      


Returns what the agent is doing.
	:idle - nothing to do.
	:running - taking a turn.
	:waiting - parked, waiting on resume/3.
	:due - a turn is ready to run, such as one lost in a restart.


  



  
    
      
    
    
      stop(agent)



    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Stops the agent. It stays saved, and runs again when started.

  



    

  
    
      
    
    
      subagent(context, prompt, opts \\ [])



    

  


  

      

          @spec subagent(WardrikCore.Context.t(), String.t(), keyword()) ::
  {:ok, %{text: String.t(), labels: [String.t()]}, map()}
  | {:error, term(), map()}


      


Runs prompt as one turn of a subagent, from inside a tool or middleware.
The subagent uses the caller's model, middleware and tools, with prompt as its only message.
{:ok, %{text: text, labels: labels}, measurements} =
  WardrikCore.subagent(context, "Find this week's releases.", name: "researcher")
Returns its answer's text and the labels of what it read. Returns {:error, reason, measurements} if it fails. Either way, pass the measurements to
WardrikCore.Context.measure/2.
It can't wait on a person. A call that would park ends it with an error. A subagent that crashes
fails with {:exit, reason}.
Options
	:name - its name. "subagent" unless set.
	:instructions - replaces the caller's.
	:capabilities - replaces the caller's.
	:except_tools - names of tools to leave out. [] unless set.
	:max_rounds - replaces the caller's.
	:timeout - milliseconds it may run before failing with :timeout. :infinity unless set.

Events
Its own steps emit nothing to the caller's events. Instead it emits:
	[:wardrik_core, :subagent, :started] - with its prompt.
	[:wardrik_core, :subagent, :progress] - as it begins each tool call.
	[:wardrik_core, :subagent, :completed] - with its message.
	[:wardrik_core, :subagent, :failed] - with its error.

See WardrikCore.Telemetry for their metadata.
While it runs, its context's subagent field holds its name. Middleware that counts what each
call measures can use it to skip the subagent's calls, and count the totals the caller adds
instead.

  



    

  
    
      
    
    
      whereis(instance \\ __MODULE__, agent_id)



    

  


  

      

          @spec whereis(atom(), String.t()) :: pid() | nil


      


Returns the running agent for agent_id, or nil.

  


        

      


  

    
WardrikCore.Authorization 
    



      
A sign-in a person must finish before a call can run.
A call parks on one when WardrikCore.Credentials.fetch/2 has no credential yet. Show the person
its url. Once they've signed in, resume the turn and the call runs again.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Authorization{
  credential: String.t(),
  principal: WardrikCore.Principal.t() | nil,
  url: String.t()
}


      



  


        

      


  

    
WardrikCore.Backends.MemoryStore 
    



      
Keeps agents in memory, for tests and trying things out. They're gone when the node stops.
children = [
  {WardrikCore.Backends.MemoryStore, name: :agents_store},
  {WardrikCore, backend: {WardrikCore.Backends.MemoryStore, name: :agents_store}}
]

Supervisor.start_link(children, strategy: :rest_for_one)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the store. Takes a required :name.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the store. Takes a required :name.

  


        

      


  

    
WardrikCore.Capability behaviour
    



      
Gives an agent its tools.
defmodule MyApp.Orders do
  @behaviour WardrikCore.Capability

  @impl true
  def tools(_context, orders) do
    [
      WardrikCore.Tool.new!(
        name: "order_status",
        description: "Say where an order is.",
        schema: [order_id: [type: :string, required: true]],
        run: fn %{order_id: id}, _context -> {:ok, Map.get(orders, id, "unknown")} end
      )
    ]
  end
end
Give it to an agent as capabilities: [{MyApp.Orders, opts}]. opts is passed to tools/2,
so one module can serve many agents.

      


      
        Summary


  
    Callbacks
  


    
      
        tools(t, opts)

      


        Returns the tools for an agent, given its context and the options it was given.



    





      


      
        Callbacks


        


  
    
      
    
    
      tools(t, opts)



    

  


  

      

          @callback tools(WardrikCore.Context.t(), opts :: term()) :: [WardrikCore.Tool.t()]


      


Returns the tools for an agent, given its context and the options it was given.

  


        

      


  

    
WardrikCore.Context 
    



      
The state passed through a turn's middleware.
step says which step is running: :turn, :generate (a model call), {:tool_call, call}, or
{:step, name} for your own. Middleware reads and changes the rest, such as messages,
response and attributes.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        step()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        acting_for(context)

      


        Returns who the turn acts for.



    


    
      
        attribute(context, key, value)

      


        Sets an attribute on the current step, like an OpenTelemetry span attribute.



    


    
      
        entry(module)

      


        Returns a capability or middleware entry as {module, opts}. A bare module gets [].



    


    
      
        get_private(struct, key, default \\ nil)

      


        Returns the private value under key, or default.



    


    
      
        labels(messages)

      


        Returns the labels in the turn's messages, or in messages, sorted and without duplicates.



    


    
      
        measure(context, measurements)

      


        Adds each of measurements, such as those WardrikCore.evaluate/4 returns.



    


    
      
        measure(context, key, amount)

      


        Adds amount to the measurement key, such as tokens or dollars spent.



    


    
      
        new(opts)

      


    


    
      
        put_private(struct, key, value)

      


        Puts value in the private data under key. Use your own module as the key.



    


    
      
        run(context, fun)

      


        Runs fun through the context's middleware. The first in the list runs outermost.



    


    
      
        run(context, step, fun)

      


        Runs fun through the middleware as step, in a span of its own. Then restores the outer step.



    


    
      
        tool(context, tool_call)

      


        Returns the tool call names, or nil.



    


    
      
        update_private(struct, key, default, fun)

      


        Updates the private value under key with fun. Puts default if there's none yet.



    





      


      
        Types


        


  
    
      
    
    
      entry()



    

  


  

      

          @type entry() :: module() | {module(), term()}


      



  



  
    
      
    
    
      step()



    

  


  

      

          @type step() ::
  :turn
  | :generate
  | {:tool_call, WardrikCore.ToolCall.t()}
  | {:step, String.t()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Context{
  agent_id: String.t(),
  attributes: map(),
  call_started: (String.t() -> :ok) | nil,
  capabilities: [entry()],
  checkpoint: (map() -> :ok) | nil,
  credentials: entry() | nil,
  events: entry() | nil,
  instructions: String.t() | nil,
  keys: entry() | nil,
  max_rounds: pos_integer() | :infinity,
  measurements: %{optional(term()) => number()},
  messages: [ReqLLM.Message.t()],
  metadata: map(),
  middleware: [entry()],
  model: LLMDB.Model.t() | String.t(),
  on_chunk: [(ReqLLM.StreamChunk.t() -> any())],
  prices: %{optional(String.t()) => WardrikCore.Usage.price()},
  principal: WardrikCore.Principal.t() | nil,
  private: map(),
  response: ReqLLM.Response.t() | {:ok, term()} | {:error, term()} | nil,
  resume: WardrikCore.Resume.t() | nil,
  retries: WardrikCore.Retry.t(),
  span: WardrikCore.Span.t() | nil,
  step: step() | nil,
  subagent: String.t() | nil,
  timeout: timeout(),
  tools: [WardrikCore.Tool.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      acting_for(context)



    

  


  

      

          @spec acting_for(t()) :: WardrikCore.Principal.t() | nil


      


Returns who the turn acts for.
That's the principal who sent the latest message. If it has none, it's the agent's own
principal, or nil.

  



  
    
      
    
    
      attribute(context, key, value)



    

  


  

      

          @spec attribute(t(), String.t() | atom(), term()) :: t()


      


Sets an attribute on the current step, like an OpenTelemetry span attribute.
Context.attribute(context, "gen_ai.tool.name", call.name)
Use OpenTelemetry's names, or your own prefix.

  



  
    
      
    
    
      entry(module)



    

  


  

      

          @spec entry(entry()) :: {module(), term()}


      


Returns a capability or middleware entry as {module, opts}. A bare module gets [].

  



    

  
    
      
    
    
      get_private(struct, key, default \\ nil)



    

  


  

      

          @spec get_private(t(), term(), term()) :: term()


      


Returns the private value under key, or default.

  



  
    
      
    
    
      labels(messages)



    

  


  

      

          @spec labels(t() | [ReqLLM.Message.t()]) :: [String.t()]


      


Returns the labels in the turn's messages, or in messages, sorted and without duplicates.
A label stays with the history it came in until the history is cleared. Core carries labels but
decides nothing from them.
"outside" marks content nobody on the agent's side wrote, such as a web page or an issue a
stranger filed. Such content may be what asks for the next call.

  



  
    
      
    
    
      measure(context, measurements)



    

  


  

      

          @spec measure(t(), map()) :: t()


      


Adds each of measurements, such as those WardrikCore.evaluate/4 returns.

  



  
    
      
    
    
      measure(context, key, amount)



    

  


  

      

          @spec measure(t(), term(), number()) :: t()


      


Adds amount to the measurement key, such as tokens or dollars spent.
Context.measure(context, :usd, 0.01)
Measurements add up over the turn. Each step reports its own share when it ends.
Core measures each model call's input_tokens and output_tokens. It also measures usd if
the model has a price in the agent's prices or the model catalog. Otherwise it counts the call
in unpriced_calls.

  



  
    
      
    
    
      new(opts)



    

  


  


  



  
    
      
    
    
      put_private(struct, key, value)



    

  


  

      

          @spec put_private(t(), term(), term()) :: t()


      


Puts value in the private data under key. Use your own module as the key.

  



  
    
      
    
    
      run(context, fun)



    

  


  

      

          @spec run(t(), WardrikCore.Middleware.next()) :: WardrikCore.Middleware.result()


      


Runs fun through the context's middleware. The first in the list runs outermost.

  



  
    
      
    
    
      run(context, step, fun)



    

  


  

      

          @spec run(t(), step(), WardrikCore.Middleware.next()) ::
  WardrikCore.Middleware.result()


      


Runs fun through the middleware as step, in a span of its own. Then restores the outer step.
Context.run(context, {:step, "summarize"}, &summarize/1)
Name your own steps {:step, name}.

  



  
    
      
    
    
      tool(context, tool_call)



    

  


  

      

          @spec tool(t(), WardrikCore.ToolCall.t()) :: WardrikCore.Tool.t() | nil


      


Returns the tool call names, or nil.

  



  
    
      
    
    
      update_private(struct, key, default, fun)



    

  


  

      

          @spec update_private(t(), term(), term(), (term() -> term())) :: t()


      


Updates the private value under key with fun. Puts default if there's none yet.

  


        

      


  

    
WardrikCore.Credentials behaviour
    



      
Gives tools the credentials of whoever the turn acts for.
Use it when a tool acts as a person, with their own token. For your own API keys, see
WardrikCore.Keys.
defmodule MyApp.Vault do
  @behaviour WardrikCore.Credentials

  @impl true
  def resolve(_name, nil, _opts), do: {:error, "There's no one to act for."}

  def resolve(name, %WardrikCore.Principal{id: id}, _opts) do
    case MyApp.Tokens.get(id, name) do
      %{access_token: token} -> {:ok, token}
      nil -> {:authorize, "https://app.example.com/connect/#{name}"}
    end
  end
end
Give it to an agent as credentials: {MyApp.Vault, opts}. A tool then fetches what it needs:
run: fn %{title: title}, context ->
  with {:ok, token} <- WardrikCore.Credentials.fetch(context, "github") do
    GitHub.create_issue(token, title)
  end
end
If the person hasn't granted the credential yet, the call parks on a
WardrikCore.Authorization. Once they've signed in, resume the turn and the call runs again.
If a service refuses a credential, such as with a 401, call refused/2 and fetch again. The
module should return a fresh credential, or a new sign-in.
Credentials are never kept in the context, so they're never saved or emitted. Keep them out of
private data and attributes too.
See the Credentials guide.

      


      
        Summary


  
    Callbacks
  


    
      
        refused(name, arg2, opts)

      


        Called when a service refused the credential name. Optional.



    


    
      
        resolve(name, arg2, opts)

      


        Returns the credential name for principal.



    





  
    Functions
  


    
      
        fetch(context, name)

      


        Fetches the credential name for whoever the turn acts for.



    


    
      
        refused(context, name)

      


        Tells the credentials module that a service refused the credential name, so it isn't given again.



    





      


      
        Callbacks


        


  
    
      
    
    
      refused(name, arg2, opts)


        (optional)


    

  


  

      

          @callback refused(name :: String.t(), WardrikCore.Principal.t() | nil, opts :: term()) ::
  :ok


      


Called when a service refused the credential name. Optional.

  



  
    
      
    
    
      resolve(name, arg2, opts)



    

  


  

      

          @callback resolve(name :: String.t(), WardrikCore.Principal.t() | nil, opts :: term()) ::
  {:ok, secret :: term()} | {:authorize, url :: String.t()} | {:error, term()}


      


Returns the credential name for principal.
	{:ok, secret} - the credential.
	{:authorize, url} - the person must sign in at url first.
	{:error, reason} - it can't be given.


  


        

      

      
        Functions


        


  
    
      
    
    
      fetch(context, name)



    

  


  

      

          @spec fetch(WardrikCore.Context.t(), String.t()) ::
  {:ok, term()} | {:park, WardrikCore.Authorization.t()} | {:error, term()}


      


Fetches the credential name for whoever the turn acts for.
Returns {:park, authorization} if the person must sign in first, and {:error, reason} if the
agent has no credentials module. See WardrikCore.Context.acting_for/1.

  



  
    
      
    
    
      refused(context, name)



    

  


  

      

          @spec refused(WardrikCore.Context.t(), String.t()) :: :ok


      


Tells the credentials module that a service refused the credential name, so it isn't given again.

  


        

      


  

    
WardrikCore.Event 
    



      
Something that happened to an agent.
Each event goes to two places:
	:telemetry, for metrics and traces. Handlers run in the emitting process, and :telemetry
detaches a handler that raises.
	The agent's WardrikCore.Events sink, for clients that follow the agent, such as a CLI, a
TUI or a web page.

An event has a telemetry name, such as [:wardrik_core, :turn, :stop], measurements and
metadata. See WardrikCore.Telemetry for core's events. Packages emit their own the same way:
WardrikCore.Event.emit(context, [:my_package, :refused], %{}, %{call: call})

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        emit(source, name, measurements \\ %{}, metadata)

      


        Emits an event to telemetry and to a sink.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Event{
  measurements: map(),
  metadata: map(),
  name: [atom()],
  time: DateTime.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      emit(source, name, measurements \\ %{}, metadata)



    

  


  

      

          @spec emit(
  WardrikCore.Context.t() | WardrikCore.Context.entry() | nil,
  [atom()],
  map(),
  map()
) :: :ok


      


Emits an event to telemetry and to a sink.
source is one of:
	a WardrikCore.Context - emits to the agent's sink.
	a sink, as module or {module, opts}.
	nil - emits to telemetry only.


  


        

      


  

    
WardrikCore.Events behaviour
    



      
Where an agent's events go: a log, a broadcast, anything a client reads from.
defmodule MyApp.Events do
  @behaviour WardrikCore.Events

  @impl true
  def handle_event(%WardrikCore.Event{} = event, _opts) do
    Phoenix.PubSub.broadcast(MyApp.PubSub, "agent:#{event.metadata.agent_id}", event)
  end
end
Give it to an agent as events: {MyApp.Events, opts}. Core calls it with every
WardrikCore.Event, in the process the event happens in. Keep it quick: store or send the event,
and return.

      


      
        Summary


  
    Callbacks
  


    
      
        handle_event(t, opts)

      


        Handles one event. The return value is ignored.



    





      


      
        Callbacks


        


  
    
      
    
    
      handle_event(t, opts)



    

  


  

      

          @callback handle_event(WardrikCore.Event.t(), opts :: term()) :: any()


      


Handles one event. The return value is ignored.

  


        

      


  

    
WardrikCore.Keys behaviour
    



      
Gives your code the API keys it calls services with, such as a model provider's or a search
API's.
defmodule MyApp.Keys do
  @behaviour WardrikCore.Keys

  @impl true
  def fetch(name, principal, _opts), do: MyApp.Vault.key(principal, name)
end
Give it to an agent as keys: {MyApp.Keys, opts}. Keys are fetched by name, for the agent's
WardrikCore.Principal, so an org can bring its own. A capability or middleware fetches what it
needs:
with {:ok, key} <- WardrikCore.Keys.fetch(context, "BRAVE_API_KEY") do
  Brave.search(key, query)
end
Model calls
Every model call fetches its provider's key by the name ReqLLM gives it, such as
ANTHROPIC_API_KEY, and passes it to that call only. If there's no keys module, or it has no
such key, ReqLLM finds one in its config or the environment.
Keys and credentials
Keys are for the code you install. A tool that acts for a person uses their credentials instead,
from WardrikCore.Credentials. That way nothing an agent's owner configures can read your keys.
Keys are never kept in the context, so they're never saved or emitted.

      


      
        Summary


  
    Callbacks
  


    
      
        fetch(name, arg2, opts)

      


        Returns the key name for principal, or :error if there's none.



    





  
    Functions
  


    
      
        fetch(context, name)

      


        Fetches the key name for the agent's principal. Returns :error if there's none.



    


    
      
        key_name(spec)

      


        Returns the name of the key model's provider takes, or nil.



    


    
      
        model_options(context, model)

      


        Returns [api_key: key] for model's provider, or [] if there's no key.



    





      


      
        Callbacks


        


  
    
      
    
    
      fetch(name, arg2, opts)



    

  


  

      

          @callback fetch(name :: String.t(), WardrikCore.Principal.t() | nil, opts :: term()) ::
  {:ok, String.t()} | :error


      


Returns the key name for principal, or :error if there's none.

  


        

      

      
        Functions


        


  
    
      
    
    
      fetch(context, name)



    

  


  

      

          @spec fetch(WardrikCore.Context.t(), String.t()) :: {:ok, String.t()} | :error


      


Fetches the key name for the agent's principal. Returns :error if there's none.

  



  
    
      
    
    
      key_name(spec)



    

  


  

      

          @spec key_name(LLMDB.Model.t() | String.t()) :: String.t() | nil


      


Returns the name of the key model's provider takes, or nil.
WardrikCore.Keys.key_name("zai:glm-5.1")
#=> "ZAI_API_KEY"

  



  
    
      
    
    
      model_options(context, model)



    

  


  

      

          @spec model_options(WardrikCore.Context.t(), LLMDB.Model.t() | String.t()) ::
  keyword()


      


Returns [api_key: key] for model's provider, or [] if there's no key.

  


        

      


  

    
WardrikCore.Middleware behaviour
    



      
Wraps every step of a turn: the turn itself, each model call, and each tool call.
Use it when every call needs the same treatment, such as policy, tracing, retries or a system
prompt.
defmodule MyApp.NoShell do
  @behaviour WardrikCore.Middleware

  @impl true
  def call(%{step: {:tool_call, %{name: "shell"}}} = context, _next, _opts),
    do: {:ok, %{context | response: {:error, "No shell."}}}

  def call(context, next, _opts), do: next.(context)
end
Give it to an agent as middleware: [MyApp.NoShell] or middleware: [{MyApp.NoShell, opts}].
The first in the list runs outermost.
Return values
	next.(context) - carries on.
	{:ok, context} - answers the step yourself, with context.response as the answer.
	{:park, reason, context} - waits for a person. See WardrikCore.resume/3.
	{:error, reason} - ends the step.


      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        next()

      


    


    
      
        result()

      


    





  
    Callbacks
  


    
      
        call(context, next, opts)

      


        Handles one step. Call next to carry on, or return a result to stop.



    





      


      
        Types


        


  
    
      
    
    
      context()



    

  


  

      

          @type context() :: WardrikCore.Context.t()


      



  



  
    
      
    
    
      next()



    

  


  

      

          @type next() :: (context() -> result())


      



  



  
    
      
    
    
      result()



    

  


  

      

          @type result() :: {:ok, context()} | {:error, term()} | {:park, term(), context()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      call(context, next, opts)



    

  


  

      

          @callback call(context(), next(), opts :: term()) :: result()


      


Handles one step. Call next to carry on, or return a result to stop.

  


        

      


  

    
WardrikCore.Principal 
    



      
Someone or something that can act, such as a person, a team or a service, as in IAM.
%WardrikCore.Principal{id: "user:maria", attributes: %{org: "acme", team: "finance"}}
Principals come from three places:
	The agent's own, given to WardrikCore.start_agent/2 as :principal.
	A message's sender, given to WardrikCore.ask/3. The turn that answers acts for them.
	Whoever resumes a parked turn.

Core passes principals on but never reads their attributes. Those are yours, like IAM tags.
Packages decide by them, such as a vault that keys secrets by id.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Principal{attributes: map(), id: String.t()}


      



  


        

      


  

    
WardrikCore.Resume 
    



      
What a parked step sees when it runs again.
Holds the reason it parked, the input passed to WardrikCore.resume/3, and that call's
metadata.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Resume{input: term(), metadata: map(), reason: term()}


      



  


        

      


  

    
WardrikCore.Retry 
    



      
Retries model calls and tool calls that fail in a way a retry may fix.
WardrikCore.start_agent(
  agent_id: "triage",
  model: "anthropic:claude-haiku-4-5",
  retries: [attempts: 3, max_wait: :timer.seconds(10), on_exhausted: :fail]
)
Before each retry it waits a random time of up to 1 second, then up to 2, then 4, and so on,
capped at :max_wait.
Options
	:attempts - retries after the first try. 6 unless set.
	:max_wait - the longest wait, in milliseconds. 60_000 unless set.
	:on_exhausted - what a model call does once retries run out. :ask waits for a person to
say whether to try again (see WardrikCore.Retry.Exhausted). :fail fails the turn. :ask
unless set.

What's retried
	A model call that raised, such as on a timeout, a dropped stream, a rate limit or a 5xx.
Not a 4xx other than 408, 425 and 429, and not a call middleware refused.
	A tool call that raised, crashed or timed out, if its tool is idempotent or read_only.

So a tool should return {:error, reason} for failures a retry won't fix, and raise for those
it might.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An agent's :retries. See the options above.



    





  
    Functions
  


    
      
        attempts(retries)

      


        Returns the number of retries after the first try.



    


    
      
        on_exhausted(retries)

      


        Returns what a model call does once retries run out: :ask or :fail.



    


    
      
        run(retries, fun, transient, announce)

      


        Runs fun, retrying while transient returns a reason for its answer.



    


    
      
        transient?(arg1)

      


        Returns whether a model call that failed with reason may succeed on retry.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: keyword()


      


An agent's :retries. See the options above.

  


        

      

      
        Functions


        


  
    
      
    
    
      attempts(retries)



    

  


  

      

          @spec attempts(t()) :: non_neg_integer()


      


Returns the number of retries after the first try.

  



  
    
      
    
    
      on_exhausted(retries)



    

  


  

      

          @spec on_exhausted(t()) :: :ask | :fail


      


Returns what a model call does once retries run out: :ask or :fail.

  



  
    
      
    
    
      run(retries, fun, transient, announce)



    

  


  

      

          @spec run(t(), (-> answer), (answer -> term() | nil), (map() -> any())) ::
  {:ok, answer} | {:spent, answer, pos_integer()}
when answer: term()


      


Runs fun, retrying while transient returns a reason for its answer.
transient returns nil for an answer that shouldn't be retried. announce is called before
each wait. Returns {:ok, answer}, or {:spent, answer, tries} once retries run out.

  



  
    
      
    
    
      transient?(arg1)



    

  


  

      

          @spec transient?(term()) :: boolean()


      


Returns whether a model call that failed with reason may succeed on retry.

  


        

      


  

    
WardrikCore.Retry.Exhausted 
    



      
Why a turn parks once a model call's retries run out.
Resume with %{"model" => :approve} to try again with fresh retries, or
%{"model" => {:deny, reason}} to fail the turn.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Retry.Exhausted{
  interrupt: String.t(),
  labels: [String.t()],
  message: String.t()
}


      



  


        

      


  

    
WardrikCore.Span 
    



      
A span in a turn's trace.
A turn is the root span. Each of its steps runs in a child span.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child(parent, opts \\ [])

      


        Starts a span beneath parent.



    


    
      
        root()

      


        Starts a new trace.



    


    
      
        traceparent(span)

      


        Returns the span as a W3C traceparent header, for OpenTelemetry.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Span{
  id: String.t(),
  parent: String.t() | nil,
  trace: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      child(parent, opts \\ [])



    

  


  

      

          @spec child(t(), keyword()) :: t()


      


Starts a span beneath parent.
With :key, the span's id is derived from the trace and the key, so it's the same each time.
A tool call that runs again after a restart keeps its span this way.

  



  
    
      
    
    
      root()



    

  


  

      

          @spec root() :: t()


      


Starts a new trace.

  



  
    
      
    
    
      traceparent(span)



    

  


  

      

          @spec traceparent(t()) :: String.t()


      


Returns the span as a W3C traceparent header, for OpenTelemetry.
WardrikCore.Span.traceparent(span)
#=> "00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01"

  


        

      


  

    
WardrikCore.Telemetry 
    



      
The events an agent emits.
Each goes to :telemetry and to the agent's WardrikCore.Events sink, as a
WardrikCore.Event. Every event's metadata has agent_id. Below, each event lists its other
metadata, then its measurements.
Events
	[:wardrik_core, :agent, :start] - state

	[:wardrik_core, :agent, :stop] - reason

	[:wardrik_core, :message, :queued] - message, with its id in its metadata. Measures
queued.

	[:wardrik_core, :message, :delta] - span, kind (:content or :thinking), and the
streamed text.

	[:wardrik_core, :turn, :start] - kind, span, the message_ids the turn answers, and
the metadata given to WardrikCore.resume/3.

	[:wardrik_core, :turn, :stop] - kind, span, outcome, and:
	messages - the messages an answered turn added.
	reason - why a turn parked (as WardrikCore.parked/1 returns) or failed.
	kept and dropped - message counts for an interrupted or timed-out turn.

Measures duration.

	[:wardrik_core, :turn, :checkpoint] - measures calls.

	[:wardrik_core, :tool_call, :exit] - call, reason.

	[:wardrik_core, :step, :start] - step, span, and model for a :generate step.

	[:wardrik_core, :step, :stop] - step, span, status, attributes, and response or
reason. Measures duration and what the step measured.

	[:wardrik_core, :step, :exception] - step, span, kind, reason, stacktrace.

	[:wardrik_core, :subagent, :started] - span, agent, prompt.

	[:wardrik_core, :subagent, :progress] - span, agent, call, tool_calls. Emitted as
each tool call begins.

	[:wardrik_core, :subagent, :completed] - span, agent, message, duration_ms,
tool_calls, measurements.

	[:wardrik_core, :subagent, :failed] - span, agent, error, duration_ms,
tool_calls, measurements.


Spans
A turn's span is the root of its trace. It keeps the same span through a park or a restart.
Each step runs in a child span. See WardrikCore.Span.

      




  

    
WardrikCore.Tool 
    



      
A tool an agent may call.
WardrikCore.Tool.new!(
  name: "order_status",
  description: "Say where an order is.",
  schema: [order_id: [type: :string, required: true]],
  run: fn %{order_id: id}, _context -> {:ok, MyApp.Orders.status(id)} end,
  annotations: [read_only: true]
)
Return values
run takes the checked arguments and the WardrikCore.Context, and returns:
	{:ok, answer} or {:error, reason}.
	{:ok, answer, context} or {:error, reason, context} - with the context changed, to
report on the step. A call that failed after paying returns the error form.
	{:park, reason} - waits for a person.

For example, to report what a paid API cost:
run: fn %{email: email}, context ->
  found = Enrich.lookup(email)
  {:ok, found, WardrikCore.Context.measure(context, :usd, 0.01)}
end
Labels
An answer can carry labels in its metadata, such as "outside" for text nobody on the agent's
side wrote. The run carries the label from then on. See WardrikCore.Context.labels/1.
{:ok, %ReqLLM.ToolResult{output: page, metadata: %{labels: ["outside"]}}}
Annotations
Facts about a tool that any package can read. Give them as :annotations to new!/1, or with
annotate/2.
	:read_only - it changes nothing.
	:destructive - what it changes can't be undone.
	:idempotent - a call is safe to repeat, such as a payment with an idempotency key.
	:open_world - it reaches things outside the agent's own systems, such as the web.
	:timeout - how long a call may take, in milliseconds.
	:resources - what a call acts on, as a function of its arguments, such as
fn args -> [args["path"]] end.
	:labels - labels every answer carries, such as ["outside"] for a web search.

The first four are MCP's tool annotations. A tool that doesn't set them has none of them.
A call to a tool that's read_only or idempotent is retried when it fails, and repeated when
it's lost in a crash. Any other call lost that way parks as :in_doubt until a person answers.
See repeatable?/1.

      


      
        Summary


  
    Types
  


    
      
        answer()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        annotate(tool, new)

      


        Adds annotations, such as read_only: true. Replaces any with the same key.



    


    
      
        annotation(tool, key, default \\ nil)

      


        Returns the annotation key, or default if the tool doesn't set it.



    


    
      
        call(tools, call, context)

      


        Runs the tool call names, after checking its arguments against the tool's schema.



    


    
      
        get_private(struct, key, default \\ nil)

      


        Returns the private value under key, or default.



    


    
      
        new!(opts)

      


        Builds a tool.



    


    
      
        put_private(struct, key, value)

      


        Puts value in the private data under key. Use your own module as the key.



    


    
      
        repeatable?(tool)

      


        Returns whether a call to the tool is safe to repeat: it's read_only or idempotent.



    


    
      
        update_private(struct, key, default, fun)

      


        Updates the private value under key with fun. Puts default if there's none yet.



    





      


      
        Types


        


  
    
      
    
    
      answer()



    

  


  

      

          @type answer() ::
  {:ok, term()}
  | {:ok, term(), WardrikCore.Context.t()}
  | {:error, term()}
  | {:error, term(), WardrikCore.Context.t()}
  | {:park, term()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikCore.Tool{
  annotations: %{optional(atom()) => term()},
  description: String.t(),
  name: String.t(),
  private: map(),
  req_llm: ReqLLM.Tool.t(),
  run: (map(), WardrikCore.Context.t() -> answer()),
  schema: keyword() | map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      annotate(tool, new)



    

  


  

      

          @spec annotate(t(), keyword() | map()) :: t()


      


Adds annotations, such as read_only: true. Replaces any with the same key.

  



    

  
    
      
    
    
      annotation(tool, key, default \\ nil)



    

  


  

      

          @spec annotation(t(), atom(), term()) :: term()


      


Returns the annotation key, or default if the tool doesn't set it.

  



  
    
      
    
    
      call(tools, call, context)



    

  


  

      

          @spec call([t()], WardrikCore.ToolCall.t(), WardrikCore.Context.t()) :: answer()


      


Runs the tool call names, after checking its arguments against the tool's schema.
Returns {:error, reason} if no tool has that name or the arguments don't match.

  



    

  
    
      
    
    
      get_private(struct, key, default \\ nil)



    

  


  

      

          @spec get_private(t(), term(), term()) :: term()


      


Returns the private value under key, or default.

  



  
    
      
    
    
      new!(opts)



    

  


  

      

          @spec new!(keyword()) :: t()


      


Builds a tool.
Options
	:name - required.
	:description - required. What the model reads to decide when to call it.
	:run - required. A 2-arity function of the arguments and the context.
	:schema - the arguments, as a NimbleOptions-style keyword list or a JSON Schema map.
[] unless set.
	:annotations - see above.

Raises if a required option is missing.

  



  
    
      
    
    
      put_private(struct, key, value)



    

  


  

      

          @spec put_private(t(), term(), term()) :: t()


      


Puts value in the private data under key. Use your own module as the key.

  



  
    
      
    
    
      repeatable?(tool)



    

  


  

      

          @spec repeatable?(t()) :: boolean()


      


Returns whether a call to the tool is safe to repeat: it's read_only or idempotent.

  



  
    
      
    
    
      update_private(struct, key, default, fun)



    

  


  

      

          @spec update_private(t(), term(), term(), (term() -> term())) :: t()


      


Updates the private value under key with fun. Puts default if there's none yet.

  


        

      


  

    
WardrikCore.ToolCall 
    



      
A tool call the model asked for, with the arguments the model wrote.

      


      
        Summary


  
    Types
  


    
      
        t()
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          @type t() :: %WardrikCore.ToolCall{arguments: map(), id: String.t(), name: String.t()}
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